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PURPOSE 
 

 To establish a policy and procedure to assist facilities in providing a safe and secure 
environment for clients, staff, visitors and their property as well as the property of the 
company. 

 
 

POLICY 
 

For the safety of clients, staff, visitors and the protection of their property and that of the 
company, the following procedure will be followed. 

 
 

PROCEDURE 
 

1. Develop a relationship with local law enforcement. Each location will invite 
representatives of their local law enforcement agencies to tour their buildings and 
grounds on an annual basis and/or when changes take place that significantly alter the 
physical layout of the buildings/grounds. This will allow law enforcement to become 
familiar with the property, as well as possibly offer suggestions on how the location can 
further provide a safe environment for clients, staff and visitors. Be open and attentive to 
suggestions that law enforcement agencies may offer in this area. They are the 
experts. Law enforcement representatives should also be invited, periodically, to come 
onto the campus and provide educational training sessions on crime-prevention topics 
and issues for staff. Topics could include areas such as personal safety, securing 
personal property, scams, crime-reporting, neighborhood crime watch, etc. Nurturing 
an on-going, positive relationship between our campuses and local law enforcement 
agencies serves a wide variety of purposes in the area of crime prevention. 

 

2. Physical Security of Buildings/Property (Exterior)



 
a. Exterior Buildings/Vehicles: All exterior buildings (garages, shops, storage sheds, 

etc.) should be kept locked at all times when the building is not in use. Access to 
these buildings should be limited to only those who have a legitimate need for 
access.  Key control should be strictly maintained by the maintenance director. If 
physical door lock keys are used, the keys should be stamped “Do Not Duplicate” 
in order to prevent extra keys from being able to be made without proper 
authorization. All company vehicles will be kept locked at all times when not in 
use and proper key control maintained by the location transportation coordinator. 

 

b. ALL Buildings (Interior areas): 

The following areas will remain locked at all times when they are unoccupied: 

 Administrative offices/business offices. 

 Boiler/mechanical rooms. 

 Equipment areas such as wiring closets that house computer equipment, phone 
lines, cable access, etc. (Contractors called in to work on this equipment will be 
granted access by a designated staff member only.) 

 Documentation Areas. If no separate locked room is available, 
other arrangements must be made to protect confidential records. 
shredding must be secure and labeled as “Locked Bin for Shredding.” 

Bins for 

 

c. Key Control/Control of Locking Devices: 

 No individual may use personal locking devices unless first approved by 
management or designee. If approved, a duplicate key must be kept in the 
master key lock box. 

 Locks cannot be changed or re-keyed without approval of management or 
designee. 

 Unauthorized locking devices will be removed. Any damage or repair 
necessitated by the removal of unauthorized locks will be the responsibility of 
the department or individual found in violation of this policy. 

 

d. Key Authorization and Eligibility: 

 Management  or designee shall be the only personnel authorized to request 
keys or lock changes. Key requests should be considered so the 
protection and security of the location is maintained. 

 Building entrance keys may be issued to an employee only if the employee’s 
job responsibility requires such assignment and is approved by the 
employee’s department head and management. 



 
 Master keys will be issued to employees having a continuing need for such 

key(s) and upon the appropriate justification and approval of management 
or designee. Individuals accepting custody of a master key will sign a 
statement acknowledging their responsibility for their care and return upon 
retirement, change of title, resignation or separation from the company. 

 
e. Obtaining a Key: 

 A log should be kept of the names of those employees who are issued a key. 
The log should also include the dates the key was issued, the day it was 
returned and any dates that replacements were provided to the employee. 

 
f. Returning Keys: 

 All keys, including access cards for electronic locks and elevators, shall be 
surrendered upon termination of employment, transfer to another department 
or upon the request of the department head or management. 

 Keys must not be exchanged between individuals. 
 

g. Duplication of Keys: 

 The duplication of keys is strictly prohibited unless authorized by 
management or designee. Keys should be stamped “Not for Duplication.” 

 
h. Key Markings: 

 Markings on keys must not be made public and should not represent the 
room/door that the key will access. (i.e., Room 201 should not have a key 
marking of 201 on it, but instead with a different number such as A4.) 

 
i. Lost Keys: 

 The loss or suspected loss of any keys, including master keys, is to be 
reported to management or designee immediately. 

 
3. Security of Campus Grounds and Outside Areas: 

 
a. Exterior Lighting: 

 Adequate lighting is a proven deterrent to criminal activity and is a key 
essential component in helping to provide a safe and secure environment. 
Adequate exterior lighting should be maintained in the following areas: 
1) Parking lots 
2) Sidewalks and walking paths 
3) Exterior building entrance areas 

 Exterior security lighting should be controlled by automatic devices, preferably 
photocell. 

 Motion detection lighting is recommended for areas that would not normally 
have pedestrian traffic or activity. 



 
 All security lighting systems should be adequately maintained and all exterior 

electrical boxes should be kept locked. 
 

b. Landscaping: 

 Bushes, trees and shrubbery can offer excellent places for would-be intruders 
or other perpetrators to hide while waiting for their next victim or their next 
opportunity to strike. Staff should conduct periodic inspections of the buildings 
and grounds in an attempt to identify areas of potential concealment. 
Particular attention should be given to parking areas, walkways/pathways, 
recreation areas and building entrances and windows. 

 The following are recommendations for maintaining safe landscaped areas: 
1) For pathways/walkways, there should be clear views (unimpeded by 

landscape elements) above ground along the path. 
2) Plant materials such as bushes and shrubbery should not exceed two 

feet in height unless such materials are reasonably transparent. Trees 
should be trimmed so that their lowest hanging branches are no less 
than six feet from the ground surface. 

3) Trees should be trimmed if they allow someone access into or onto a 
building by climbing them or if they interfere with exterior lighting. 

4) Bushes and shrubbery should be trimmed well away from buildings to 
create a “clear zone.” Rock or gravel could be installed as ground cover 
in this “clear zone.” 

 
c. Parking: 

 Parking should be limited to designated parking areas only: 
1) Areas such as loading zones, fire zones, crosswalks, etc., should be 

clearly marked as such and parking in these areas strictly prohibited. 
2) Parking in designated “Handicapped Parking” spaces must be limited to 

those vehicles only that display the proper, current, state-issued license 
plates or other appropriate tags or stickers that are required for parking 
in these designated spaces. 

3) If possible, it is recommended that ample parking spaces be made 
available, close to the building, for overnight staff to use during their shift. 


